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	Environmental Threats
	Threats include natural disasters and other environmental conditions. These threats result in the loss of availability of information which could lead to: incorrect decisions being made, inability to perform critical tasks, loss of public confidence or image, financial loss, legal liabilities and breakdown of duty of care, additional costs being incurred, affect the health and safety of staff. If these threats are coupled with inadequate physical security, they could also result in the loss of confidentiality of information

	Contamination
	Smoke from fires can cause contamination in computer equipment. Smoke from building fires containing chemical which combine on circuit boards to form corrosives. Dust accumulation in computers. Cleaning chemicals can cause damage to equipment. Biological, chemical or nuclear agents. Access to affected equipment or areas may be prevented for an extended period of time. Vulnerabilities: Location is in an area susceptible to contamination. Lack of maintenance of equipment and facilities. No business continuity plans or procedures for recovery of information and information assets. Back-up files and systems not available.
	
	
	(

	Earthquake
	Vulnerabilities: Location is in an area susceptible to earthquakes. No business continuity plans or procedures for recovery of information and information assets. Back-up files and systems not available.
	
	
	(

	Electrical Interference
	Vulnerabilities: Location is in an area susceptible to electronic interference. No business continuity plans or procedures for recovery of information and information assets. Back-up files and systems not available.
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	Failure of Power Supply
	Vulnerabilities: No Uninterruptible Power Supply equipment. No business continuity plans or procedures for recovery of information and information assets. Back-up files and systems not available.
	
	
	(

	Fire
	Vulnerabilities: Location is in an area susceptible to wildfires, urban fires, or adjacent flammable premises. Lack of fire detection devices. No business continuity plans or procedures for recovery of information and information assets. Back-up files and systems not available.
	
	
	(

	Flood
	Burst pipes. Failure of a water tank or an air-conditioning cooling tank located on a building roof. Water used to put out a fire in the immediate area. Vulnerabilities: Location is in an area susceptible to floods. No business continuity plans or procedures for recovery of information and information assets. Back-up files and systems not available.
	
	
	(

	Power Fluctuations
	Vulnerabilities: Location is in an area susceptible to power fluctuations. No power conditioning equipment. No business continuity plans or procedures for recovery of information and information assets. Back-up files and systems not available.
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	Storm
	Vulnerabilities: Location is in an area susceptible to storms. No business continuity plans or procedures for recovery of information and information assets. Back-up files and systems not available.
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	Vermin
	Can cause damage to cables resulting in loss of electrical power and damage to equipment. Can cause damage to documents or magnetic media resulting in loss of data. Vulnerabilities: Location is in an area susceptible to vermin. Lack of maintenance of equipment and facilities. No business continuity plans or procedures for recovery of information and information assets. Back-up files and systems not available.
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	Deliberate Threats
	Threats involving the willful destruction or manipulation of data, information, software or hardware. Potential sources include disgruntled employees or contractors, hackers, maintenance people, activists, customers, suppliers, extortionists, criminals, or terrorists. Deliberate threats can result in consequences including financial loss; loss of public confidence, image, creditability and/or reputation; incorrect or poor decisions being made and/or taking a long time; legal liabilities and breakdown of duty of care; injury or loss of life; inconvenience to the public; breach of service level agreements; breach of statutory or regulatory duty; inability to perform critical or statutory tasks. 

	Denial of Service
	Disrupts or completely denies service to legitimate users, networks, systems and resources. These attacks can be carried out by starting a number of programs simultaneously, deliberately overloading a network by consumption of bandwidth, resource starvation attack consuming system resources, router or domain name server attacks. Vulnerabilities: Lack of a firewall. Inadequate network management. Not using the latest version of the operating system can lead to exploitation of the security weakness. Not keeping up to date with various online security organizations such as CERT will lead to a known weakness not being corrected in a timely manner. 
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	Eavesdropping
	Attacker uses software to “listen” to all traffic passing across an internal or external network. Wireless networks are especially vulnerable. Software essentially captures, interprets and stores data packets for later analysis. Vulnerabilities: Unencrypted communications. Lack of physical security over data communications closets or hubs. Use of shared networks that results in traffic being broadcast to any machine on a local segment.
	(
	
	

	Fire
	Vulnerabilities: Lack of physical security. Lack of fire detection devices. Lack of automatic fire suppression system. Availability of flammable materials such as paper or boxes. 
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	Malicious Code
	Malicious code refers to viruses, worms, Trojan horses and other undesirable software. The purpose of such software is to cause disruption through a variety of means. Malicious code is most usually carried by e-mail. However, it can also be introduced by physical media or instant messaging. Vulnerabilities: No anti-virus software. Lack of regular updates of anti-virus software. Inadequate education of staff on software viruses. Uncontrolled downloading and use of software off the Internet. Lack of policy for opening e-mail attachments. Lack of control of instant messaging. Lack of checks for unauthorized software. Lack of policy on using portable storage devices and media before scanning by anti-virus software.
	(
	(
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	Malicious destruction of data, information or facilities
	Anybody with sufficient knowledge and access can render a system unusable if they know what they are doing. They can also extend damage to hardware and communication lines. Vulnerabilities: Lack of physical security. Lack of logical access security (user ID and password) leading to deletion of data. Lack of communication regarding terminated employees leading to terminating employees still having access to systems.
	
	(
	(

	Masquerading
	A user or computer that has been deceived as to the identity of the person they are communicating with can be induced to disclose sensitive information. Vulnerabilities: Lack of identification and authentication mechanisms. Unprotected password tables. Lack of identification of sender and receiver.
	(
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	Repudiation
	When conducting business over a network or the Internet, both parties must agree that a particular transaction took place. Proper safeguards are needed to ensure integrity and validity of all transactions. These safeguards need to ensure that both parties are protected and that transactions cannot be repudiated. Vulnerabilities: Lack of proof of sending or receiving a message. Lack of use of digital signatures.
	
	
	

	Sabotage
	Insiders have knowledge that provides them with the capability to cause maximum disruption to an agency by sabotaging information systems. Examples include destroying hardware and infrastructure, changing data, entering erroneous data, deleting software, planting logic bombs, deleting data, planting a virus. Vulnerabilities: lack of physical security. Lack of logical access controls. Lack of change management controls. Incorrect access rights. Revealing too much information about systems to people without a need to know.
	
	(
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	Social Engineering
	Similar to masquerading except the deceit is perpetrated on another human being. It is the practice of misleading and misdirecting a person in such a way as to attain information through social interaction. Vulnerabilities: Lack of awareness of the social engineering threat. Lack of policy restricting the provision of information by staff of the phone. Lack of policy requiring all enquiries for information to e withheld until the identity of the requestor can be verified.
	(
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	Theft and Fraud
	Theft can include loss of data, information, equipment or software. Fraud involves stealing by deception. Vulnerabilities: Lack of physical security. Lack of application and procedural safeguards leading to fraudulent payments being made. Lack of authentication leading to acceptance of false information and/or provision of information to an unentitled entity. Lack of logical access controls leading to compromise of confidential information that could be used to perpetrate fraud. Lack of effective software change management leading to unauthorized software modification that could be used to perpetrate fraud. Lack of checks for unauthorized software. Lack of appropriate control of outbound traffic. Uncontrolled copying of data and software.
	(
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	(

	Unauthorized Data Access
	Vulnerabilities: Lack of logical access controls. Inability to authenticate requests for information. Unsecured wireless ports. Inadequate operating policies for handling, processing or storing sensitive information. Transmission of unencrypted sensitive information. Lack of physical security over data communication cabinets. Portable devices storing unencrypted data and information.
	(
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	Unauthorized Dial-In Access
	Vulnerabilities: Unrestricted use of modems to dial into the network. Lack of an inventory of dial-up lines leading to inability to monitor dial up access. Lack of audit logs to detect unauthorized access. Lack of user authentication. Lack of intrusion detection software. Lack of firewall. Lack of policies in respect to dial up access, modem use, and software use. Lack of time restrictions on user access. Lack of physical security over telecommunications equipment cabinets. Dial in banner leading to information that can expose the organization to unauthorized dial in access. Lack of dial back authentication.
	(
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	Unauthorized Software Changes
	Unauthorized changes to program code can be used to commit fraud, destroy data, or compromise the integrity of a computer system. Vulnerabilities: Lack of software configuration management policies and procedures. Lack of configuration management software to enforce configuration management. Inadequate segregation of duties between software developers and operations staff. Inadequate engineering and quality processes for design and code review. Inadequate supervision of programming staff. Inadequate reporting and handling of software malfunctions. Lack of backups.
	(
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	Use of Pirated Software
	Use of pirated software on a network places the agency in danger of legal action by the software supplier. Vulnerabilities: Lack of policy restricting staff to use of licensed software. Inadequate control of software distribution. Lack of software auditing. Unrestricted copying of software.
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	Web Site Intrusion
	Vulnerabilities: Lack of intrusion detection software. Lack of firewall. Inadequate firewall policies. Lack of update to operating system security patches. Inadequate software development standards.
	(
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	Accidental Threats
	Accidental threats relate to errors and omissions. Errors may sometimes be a threat (for example, programming error causing system to crash) or may create a vulnerability (for example, a computer screen left unattended may be exploited by an unauthorized user). These threats can result in incorrect decisions being made, disruption of business functions, loss of public confidence or image, financial loss, legal liabilities and breakdown of duty of care, additional costs being incurred. 

	Building Fire
	A building fire may be due to natural causes, or deliberate or accidental actions. Vulnerabilities: Location is in an area susceptible to fire. Inadequate or careless use of physical access control to buildings or rooms. Lack of fire detection devices. Lack of automatic fire suppression system. No business continuity plans or procedures for recovery of information and information assets. Back-up files and systems not available.
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	Failure of communications services
	A communications failure could be caused by accidental damage to network cabling, loss of network equipment such as routers or servers, software failure, loss of the computer environment through fire or water damage to building, or loss of essential services such as telecommunications or power. Vulnerabilities: Lack of redundancy and back-ups. Inadequate network management. Lack of planning and implementation of communications cabling. Inadequate incident handling.
	
	
	(

	Failure of outsourced operations
	Vulnerabilities: Unclear obligations in outsourcing agreements. No business continuity plans or procedures for recovery of information and information assets. Back-up files and systems not available.
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	Loss or Absence of Key Personnel
	Certain personnel may be critical to the effective provision of services. Vulnerabilities: No backup of key personnel. Undocumented procedures. Lack of succession planning.
	(
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	Misrouting or re-routing of messages
	Accidental misrouting is usually cased by user error. Vulnerabilities: Inadequate user training. Sensitive data not encrypted. Lack of proof of receiving a message.
	(
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	Operational Staff or User Errors
	Examples include: incorrect set-up of security features could result in loss of confidentiality, integrity and availability of information; switching off computers when an error is displayed instead of correctly closing all current applications; inadvertent over-writing or deletion of files; inadequate back-ups; processing of incorrect versions of data. Vulnerabilities: Lack of user awareness. Insufficient security training. Lack of documentation. Lack of efficient configuration change control. Complicated user interface.
	
	(
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	Software or Programming Errors
	Vulnerabilities: Inadequate system development life cycle procedures. Unclear or incomplete specifications. Lack of efficient and effective configuration change control. Unskilled staff.
	(
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	Technical failures
	Failures can occur in hardware devices or networks. These may be caused by: faults in the manufacture of the equipment; changes in temperature or humidity; mishandling of equipment during relocation; accidental spillage or impact (e.g. to desktop equipment or notebook computers); loss of computer environment through fire or water damage to a building; air conditioning failure; loss of essential services such as telecommunications or power. Vulnerabilities: Lack of environmental protection. Lack of user awareness. Improper or inappropriate maintenance of technical facilities. Lack of back-up facilities or processes. Lack of network capacity through improper planning or maintenance. Failures in the change management process. No business continuity plans or procedures.
	
	(
	(

	Transmission errors
	This may occur due to the failure of any one of the network components that are used for the transmission of data. Vulnerabilities: Improper or inappropriate cabling. Inadequate incident handling. Lack of backup facilities or processes. No business continuity plans or procedures. 
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