Risk Assessment Tool

This document provides a standard method of categorizing security risks, risks being the likelihood of a security incident and its consequences. The key to managing information security risks in an agency is to understand the agency’s information assets and their business significance.
Identifying risks
Identifying risks means recognizing scenarios where threats may affect assets. This involves considering threats in terms of the impact on assets, assets in terms of their vulnerabilities and threats to them, and security objectives relevant to assets.

· Risks should be initially identified as if there were no security measures in place; this is the inherent risk. Understanding these untreated risks facilitates risk management throughout the life of the system.

· Risks should be explored to understand their causes, the extent of affected information assets, and possible consequences.

· Identified risks should be expressed in the form of a triplet: Cause ( Event ( Consequences. Consequences should be expressed in a manner that reveals the affected security objectives.

· Risks should be classified according to their business consequences. Table 2 below gives a comprehensive approach to consequence categories.
Determining expected likelihood
Once inherent risks have been properly identified, their likelihood of occurring can be analyzed. Once the inherent likelihood is understood, its likelihood can be reassessed taking into account any existing security measures that may provide risk mitigation. The criteria below are derived from the National Institute of Standards and Technology model and reflect timescales that are relevant to the life of information systems.

Table 1 identifies five levels for the likelihood for any security event that may affect any information asset. To use the table, start at the left (Improbable) column and ask if the security event is likely to occur in the identified frequency period. If the answer is “yes,” then ask the same question for the next column to the right. When the answer is “no,” the likelihood is that in the previous column. In making this judgment, the perspective of “most likely” should be used, not “worst case” or “best case.” 
	
	LIKELIHOOD

	
	Improbable
	Remote
	Occasional
	Probable
	Frequent

	Definition
	Practically impossible
	Not expected to occur
	May occur
	Isolated incidents
	Repeated incidents

	Indicative frequency
	In any time frame
	In a 10 year period
	In a 5 year period
	In a 3 year period
	In a year


Table 1: Likelihood Identification
Determining possible unacceptable consequences
Once inherent risks have been properly identified, their consequences can be analyzed. Once the inherent consequences are understood, consequences can be reassessed taking into account any existing security measures that may provide risk treatment.

Table 2 identifies seven possible types for the consequences of a security event that may affect an information asset. For each type, it then identifies and defines five levels of severity for the consequences. A security event affecting a single information asset may result in more than one type of consequence. 

The table is used to determine the severity of a risk. In making this judgment, the perspective of “most likely” level should be used, not “worst case” or “best case.” Critical means decisive, vital, essential, life-threatening, ruinous. Significant means important, major, notable.

	TYPE OF
	EXPLANATION
	SEVERITY

	CONSEQUENCE
	
	Negligible
	Minor
	Moderate
	Major
	Extreme

	Loss of financial or material assets by agency or public
	May include losses through theft or fraud, rectification costs, legal liabilities, other unbudgeted costs or lost entitlements. Losses will usually be a consequence of a failure in information integrity but failures in confidentiality or availability may create opportunities for loss.
	Minimal financial loss to any party.
	Insignificant financial loss to any party.
	Significant financial loss to any party or loss of lesser irreplaceable assets.
	Very significant financial loss to any party or loss of important irreplaceable assets.
	Critical financial loss to any party or loss of highly valued irreplaceable assets.

	Injury or death of public or staff
	Could be the result of confidentiality, integrity or availability failures. If the consequences are a direct result of an information system failure (e.g., in a real-time control system) that system is safety critical and appropriate methods must be applied to it.
	No injury to any persons.
	Injuries requiring first aid to a few people.
	Injuries requiring treatment at a medical facility.
	Injuries necessitating hospitalization.
	Life threatening injuries or death.

	Inconvenience or distress to public or staff
	May be a direct or secondary consequence of an event, e.g. even temporary financial loss may cause inconvenience and distress. Could be the result of confidentiality, integrity or availability failures.
	Minimal discernable inconvenience or distress to any person.
	Insignificant inconvenience or distress to a few people.
	Inconvenience or distress to many people. 
	Significant and extensive inconvenience or distress.
	Very significant and pervasive inconvenience or distress.

	Damage to standing or reputation of the government, an agency or person
	Includes the confidence or morale of stakeholders in a service or agency. It may be lost by confidentiality, integrity or availability failures. Mitigation may include publicity campaigns to rebuilt reputation or confidence and these have financial costs.
	Minimal damage to any party’s standing or reputation, or loss of stakeholder confidence.
	Insignificant damage to any party’s standing or reputation, or limited loss of stakeholder confidence.
	Damage to any party’s standing or reputation, or loss of stakeholder confidence.
	Significant damage to any party’s standing or reputation, or extensive loss of stakeholder confidence.
	Very significant damage to any party’s standing or reputation, or pervasive loss of stakeholder confidence.

	Degrade the capability to operate critical infrastructure or deliver major services internally or externally
	A loss of operating capability is most likely from loss of information integrity or availability. The period required for a failure to become significant will depend on the nature of the information affected and the extent of operating dependency on it. Loss of capability may also cause regulatory non-compliance, adverse effects on stakeholders and loss of control over activities. 
	No degradation to the operating capability of any party.
	Minimal degradation to the operating or delivery capability of any party.
	Noticeable degradation to the operating capability or delivery of any party over a limited area.
	Significant degradation to the operating or delivery capability of any party over an extended area.
	Very significant and extensive degradation to the operating or delivery capability of any party.

	Degrade the capability to deliver minor or administrative services internally or externally
	Similar to the previous consequence type but affects less significant assets. A loss of operating capability is most likely from loss of information integrity or availability.
	Minimal degradation to the operating or delivery capability of any party.
	Insignificant degradation to the operating capability or delivery of any party.
	Significant degradation to the operating or delivery capability of any party.
	Very significant and extensive degradation to the operating or delivery capability of any party.
	Critical and widespread degradation to the operating or delivery capability of any party.


Table 2: Severity of Consequence

Notes:  

Loss of privacy (usually a confidentiality failure, but integrity could be affected) may have several types of consequences including:
· Financial – legal liabilities or mitigation costs including by an individual recovering from identity theft.

· Staff or Public Safety – when a person is at risk from another person.

· Distress or Inconvenience – particularly if sensitive personal information is involved or the person has to recover their stolen identity. If sensitive personal information is involved, the consequences may be at a higher level.

· Standing or Reputation – compromising personal information is not good for organizational reputation or stakeholder confidence. It may also lead to additional negative perceptions from action under privacy and identity protection regulations and legislation.

Loss of commercially sensitive information or compromise of intellectual property may result in legal liabilities.

Risk level
The levels of likelihood and consequence severity are combined to give an overall level for each risk. Where a risk has several types of consequence, the most severe should be used. Table 3 identifies the severity of a risk based on likelihood of occurrence. 
	LIKELIHOOD
	SEVERITY

	
	Negligible
	Minor
	Moderate
	Major
	Extreme

	Frequent
	Medium
	High
	High
	Very High
	Very High

	Probably
	Medium
	Medium
	High
	High
	Very High

	Occasional
	Low
	Medium
	High
	High
	High

	Remote
	Low
	Low
	Medium
	Medium
	High

	Improbable
	Low
	Low
	Medium
	Medium
	High


Table 3: Risk Level

Once risk levels are understood, mitigation and remediation priorities and plan can be established, including deciding the balance between reducing the likelihood of security events and mitigating their consequences. Low risks will usually be accepted, although this is a decision for the information owner but may have to be referred to the agency or agency executive management.
--------------------------------------------------------------------------

Adopted from New South Wales (Australia) Dept. of Commerce “Government Chief Information Office Guidelines” (February 2007)


